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Omladinskih brigada 1, Novi Beograd

UPUTSTVO od 11.01.2017.godine
za podeSavanja Google Chrome i Mozilla Firefox

Napomena: SecurityTray aplikacija sa naseg sajta www.croso.rs mora da bude pokrenuta
(aktivna) a korisnik mora u Windows-u da ima Administratorska ovlaséenja.

Obavezno azurirajte najnoviju verziju Google Crome i Mozilla.

Windows XP mozZe da bude nekompatibilan, tj. na ra¢unaru tada morate imati instaliran
minimum Windows 7.

Da bi korisnik mogao pristupiti SecurityTray aplikaciji a samim tim i Portalu Centralnog registra,
potrebno je uraditi sledece:

Ako koristite Google Chrome

1. Ukucati u statusnoj liniji Google Crome kao na slici sledece
chrome://flags/#allow-insecure-localhost

|
A C 0O ] ® chrome;//flags/#allow-insecure-localhost

2. Pritisnuti na Enable u gornjem levom uglu, nakon ¢ega ¢e postati Disable

Allow invalid certificates for resources loaded from localhost. [Vac \Windows, Linux, Chrome 05, Ardroid

Allows requests to localhost over HTTPS even when an invalid certificate is presented. #allow-insecure-localhost
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Zatvorite i ponovo pokrenite Google Crome i ulogujte se na nas Portal
https://portal.croso.gov.rs/criscr/
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Ako koristite Mozilla Firefox:

1. Klik na Open menu\ Options\ Advanced\ Tab Certificates\ View Certificates\ Tab Servers\ Add

Exception
Prijava na sistem X %% Options X U - X
@ v € Firefox - about:preferences#advanced e =
~

3 1 pa klik na

0 General Advanced \ > -
Q Search l
General Data Choices Network Update Certificates
E Content 5
A Applications Requests Y
Wis - Certificate Manager X
en a server requests my personal certificate:
o0 Privacy d Vi
Select one automatically Your Certificates People Servers Authorities Others
S < 4 ® Ask me every time You have certificates on file that identify these servers:
€) sync Certificate Name Server Lifetime Expires On "
v | Query OCSP responder servers to confirm the curren v CNNIC A
& Advanced MCSHOLDING TEST = Permanent petak, 03. april 2015,
T T  DigiNotar
[ 1 I
SMESTIcates ecuiity. Devices DigiNotar Cyber CA ~ * Permanent utorak, 04. oktobar 2...
DigiNotar Cyber CA = Permanent petak, 20. septembr...
DigiNotar Root CA - Permanent ponedeljak, 31. mart .
4 DigiNotar Services 1024... * Permanent ponedeljak, 26. avgu...
v DigiNotar B.V. "
View... Export.. Delete...
‘ : OK
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2. U Location ukucati https://localhost:9877/getTicket zatim Cekirati Permanently store this exception
zatim klik na Confirm Security Exception kao na slici:

Prijava na sistem X %k Options X+ = X
& - € Firefox - about:preferences#advanced (o =
~

General AdVanCed

General Data Choices Network Update Certificates

entifies this site.

Requests You are about to override how Firefge

) - A her public sites will not ask to do thi:
When a server requests my personal certificate: — PERS ettt e =

Server

Legitimate banks, stores, ang

Select one automatically

0]
(o}
B Content Add Security Exception 1 Xk &
A
-~}
8

Location: [ https://localhost:9877/getTicket Get Certificate

@ Ask me every time

() Sync Certificate Status

T

This site attempts to identify itself with invalid information. View.
v | Query OCSP responder servers to confirm the cur Hhae
& Advanced Unknown ldentity
View Certificates Security Devices The certificate is not trusted because it hasn't been verified as issued by a trusted authority using

asecure signature.

<

Permanently store this exception

3 /T Confirm Security Exception Cancel | |
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Zatvorite i ponovo pokrenite Mozilla i ulogujte se na nas$ Portal https://portal.croso.gov.rs/criscr/
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VAZNO: Brisanje sertifikata

Prilikom instalacije nove verzije SecurityTray aplikacije, sertifikat CrosoSecurityTray ¢e biti uklonjen iz
Windows keystore-a, dok taj isti sertifikat treba ru¢no ukloniti iz Firefox-a.

Brisanje sertifikata iz Firefox-a

1. Klik na Open menu\ Options\ Advanced\ Tab Certificates\ View Certificates\ Tab Authorities
2. Kliknuti na sertifikat CrosoSecurityTray kao na slici

Prijava na sistem X £ Options X 4+ = X%
& - € Firefox  about:preferences#advanced c =

3 k.
03 General Advanced \ " 1 pa klik na

Options

Q Search
General Data Choices Network Update Certificates
5 Content 5
A Heations Requests /
Certificate Manager X
o P When a server requests my personal certificate:
Select one automatically Your Certificates People Servers Authorities Others
& secuity @ Ask me every time You have certificates on file that identify these certificate authorities:
€) sync Certificate Name Security Device B
v | Query OCSP responder servers to confirm the curren China Internet Network Information Center <
& Advanced China Intermet Network Information Cent... Builtin Object Token
e Sedi e v Chunghwa Telecom Co,, Ltd.
iew Certificates ecurity Devices
= 'ty D €PKI Root Certification Authority Builtin Object Token
VCNNIC
CNNIC ROOT Builtin Object Token
4 v Comodo CA Limited
Secure Certificate Services Builtin Object Token "
6 / View... Edit Trust.. | Import... Export...
4 oK

0826
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3. Delete or Distrust
4.0K

Napomena: Zbog bezbednosti vise ne dodajemo root-ni sertifikat localhost u Windows keystore, a
ni u Firefox-ov keystore.

Molimo pratite naSa Obavestenja na www.croso.rs

Hvala na pazniji,

Vas$ CROSO
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